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2. Static routeE O[&¢E}F Tunneling

21 HEY 74

Net 1 : IPv4/IPv6
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Tunnel Interface®] IPv454: 129.254.254.86

Tunnel Interface®] IPv654: 3ffe:2e00:e:fff5::1

IPv6/IPv4 |
\

Tunneling ‘\\

Router 2 X109] IPv4s4: 129.254.165.59
\

Tunnel Interface(gif0)2] IPv6F24: 3ffe:2e00:e:fff5::2
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713 1. Static routeE ©]&3}%] Tunneling® Networke %

213 20| PC-Router?t Router 12 & 22 (Tunneling)stAt tct. PC-Router= IPv6
Prefix 3ffe:2e01:1:3::/645 &=rerotM Router 12} IPv6 over IPv4 Tunneling= SHCt Router
12| TEP(Tunneling End Point) IPv4 4= 129.254.254.860|X, PC-Router®| TEP IPv4
FAE 129.254.165.590|CF. Router 12| TEP IPv6e FA= 3ffe:2e00:e:fff5:10[11, PC-
Router?| TEP IPv6 F4= 3ffe:2e00:e:fff5:20|Ck. Router12| TEPS| W ER 3 QIE{Ho|A
O0|§2 Ethernet10lCt. & TEPQl IPv6F A (3ffe:2e00:e:fff5::1F 3ffe:2e00:e:fff5::2)= A
BUl 3ffe:2e00:e:fff5::/640 Zstct. o|2F Z0| Tunneling=l= 5 Tunnel interfaceZl &2
MEYo| £35tES TEPS| IPv6FAE &Esfof ot

PC-Routerd| M2 Tunneling2 7|=&A1 TM2001-0030|L} Z|2&AM TM2001-004 (IPv6

PC 2t9H X oAE Mdx| 3 dF 9H)2 &idetci[2,3].
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2.2 Routeroll X

$ telnet 129.254.254.86

User Access Verification

Password: sk
router> enable
Password: sk

router# show config
STAREE A%

2.3 Tunnel interface A&

Tunnel interface(Virtual interface)& CtSat &0l MAMStCt Virtual interface®l O

F> O

Tunnel350]| 11, ‘interface Tunnel35’'2  AMAH™SICH4,5]. Tunnel35< IPv6
3FFE:2EQ0Q:E:FFF5::12lH|, ‘ipv6 address 3FFE:2EQ0:E:FFF5::1/64’'2 AZXSICE Tunnel
packet2| SourceT2a+ Router 12| TEPS| WESRIS IEHH0[AQl Ethernet10l1, ‘tunnel
source Ethemet1’22 AZXTHCt Tunnel?l Destination2 PC-Router?| TEP2| IPv4F ¢l
129.254.165.590| 11, ‘tunnel destination 129.254.165.59’2 MXstCt. ‘tunnel mode
ipvBip’ = Tunnel encapsulation W22 |Pv6-over-IPv4 encapsulationg AREetct= 2|0o|
o|ct.

router# config terminal

router(config)# interface Tunnel35

router(config)# description etri —> video6, paul@etri.re.kr
router(config)# no ip address

router(config)# ipv6 enable

router(config)# ipv6 address 3FFE:2E00:E:FFF5::1/64
router(config)# tunnel source Ethernetl

router(config)# tunnel destination 129.254.165.59
router(config)# tunnel mode ipv6ip

router(config)# control-Z

router# write

2.4 Route 58
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Static routeE ‘ipv6 route 3FFE:2E01:1:3::/64 Tunnel35’'E& &3 SEsCE  Prefix
3FFE:2E01:1:3::/645 SXMFTAZ2 Z= 72 Tunnel358 &35 MSE=ICl PC-Routerdl A

I TunnelingES ?Ist MM &S 5IH, PC-Router?t Router 12 Configured tunnelingS =3l

=4

rn

=
IPv6 ConnectivityS &AM5HH =Cl.

router# config
router(config)# ipv6 route 3FFE:2E01:1:3::/64 Tunnel35

router(config)# control-Z

router# write

2.5 MCHet TEP(Tunnel End Point)2te| oA AE} &tol

CtE2 20| ping2 2 &t 2t2E et HZ =0l UA=A[E =eltot.

router# ping ipv6 3FFE:2E00:E:FFF5::2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 3FFE:2EO00:E:FFF5::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round—trip min/avg/max = 704/719/740 ms

router#

2.6 Route sHiA|

CiscoollM= MAFHE Zt2 HAHE = ‘no’ commandE 0| &8t}
(Fo|Ate: TunnelE HA M SHH RouteE M SHX| 28

router# config
router(config)# no ipv6 route 3FFE:2E01:1:3::/64 Tunnel35
router(config)# control-Z

router# write
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2.7 Tunnel interface 3l &

router# config terminal
router(config)# no interface Tunnel35

router(config)# control-Z

router# write

5to|

2.8 Configuration =@l

‘show config’& &l XIZ7HKl TunnelingE st AMXPEE 2 == Uct Appendix 12
HEHEE 2o gt

Router 12| Static routeE 0|28+ Tunnelinge| A

router# show config
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3. BGPE 0|&%t Tunneling

3.1 HE=®Z3a 74

ASH 5 3748

@ - @ i Net 1 : IPvd/IPv6

g |

Tunnel Interface®] IPv4F4~: 129.254.254.86
Router 1

Tunnel Interface®] IPv6T4~: 2001:230:E:FFF5::1

IPv6/IPv4
Tunneling

Tunnel Interface®] IPv4s4~: 202.30.94.253

Tunnel Interface®] IPv654~: 2001:230:E:FFF5::2

@ = @ i Net 2: Native IPv6

ASH S 17832

_________________________________

a8 2. BGPE 0|&5t0{ Tunneling= Networke| T#=

J8lonp Zo| ASHH S 7L 37482 Router 1F ASHH STt 1783221 Router 22 BGP[6]E Of
&5t0{ B2 (Tunneling)st@ &}t &tk 4,5]. Router 12| TEP(Tunneling End Point) IPv4 3
A& 129.254.254.860|X IPv6 FA+&= 2001:230:E:FFF5::10|Ct Router 22| TEP IPv4 =
2+ 202.30.94.2530|12 IPv6 FA= 2001:230:E:FFF5::20|Ct. Router 12| TEPS| Y E%
3 C¢eleHolA 0|2 Ethernettolct. & TEPS| IPv6F2(2001:230:E:FFF5::1 1}
2001:230:E:FFF5::2)= A{E24l 2001:230:E:FFF5::/640 Z=stct, o|2F 20| Tunneling= &=
5 Tunnel interface7t 22 MEWol &35t=S TEPL IPv6FLE HaloF Shof.

BGPE 0|&¢t Tunneling A& 2 Router 15 7HX|11 MHESIC Router 2 &2 2

o2 dFstH &t
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3.2 Routeroll X

$ telnet 129.254.254.86

User Access Verification

Password: st
router> enable
Password: st
router# show config

TAARE ST

3.3 Tunnel interface A&
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Tunnel interface

=
2381t O 25 F=xsgioh

router# configure terminal

router(config)# interface Tunnel51

router(config)# description ETRI —> 6NGIX(NCA), yumcy@nca.or.kr
router(config)# no ip address

router(config)# ipv6 enable

router(config)# ipv6 address 2001:230:E:FFF5::1/64
router(config)# tunnel source Ethernetl

router(config)# tunnel destination 202.30.94.253

router(config)# tunnel mode ipv6ip

router(config)# control-Z

router# write

3.4 Ao 2 TEP(Tunnel End Point)2t2| cAZ atef &fel

ol

CtS2t 20| pingez e 2tPEQt HZAE 0 A=K[E 2helgiol.

r
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router# ping ipv6 2001:230:E:FFF5::2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:230:E:FFF5::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round—trip min/avg/max = 704/719/740 ms

router#

3.5 BGP Peering A3H

(1) neighbor entry 71}

BGP PeeringES & Neighborg A Router 12} BGP PeeringS % &
Router 22| TEP2| IPv6 A2 ASHSE MHSiC £ESF Router 2= Router 12} 21 51
X 7| w20l ‘neighbor 2001:230:e:fff5::2 ebgp—multihop 255’5 Sl EBGPE AlE

504 BGP Peering2 ¥ T = MHA5|oF st

noox
%
(@]
il
in

router# configure terminal

router(config)#

router(config)# router bgp 3748

router (config-router)# neighbor 2001:230:E:FFF5::2 remote—as 17832
router(config—router)# neighbor 2001:230:E:FFF5::2 description 6NGIX(NCA)
ipv6—gw(config-router)# neighbor 2001:230:e:fff5::2 ebgp—multihop 255

;5 ebgp—multihop Allow EBGP neighbors not on directly connected networks
router(config—router)# control-Z7

router# write
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(2) prefix—list d&

nx

Prefix &0l it Filtering—policyS A& st7| 2l A Prefix list& ct22h 20|
ettt denyE Zeshks Prefix list= M0l AREL, permite ZRsts Prefix liste ™
tto| 3{-Z=ct. olel= 6boned|2t= prefix—list2t FULLOIZI= prefix-listE Me|st U=
o, FULL prefix-list= 3FFE:://165E 3FFE::/2877}X|, 2001::/16FE 2001::/357tX| 12|

1 2002::/16FE 2002::/487tX[2| PrefixE& TE S LtEHHCE

iy

router# configure terminal

router(config)#

router(config)# ipv6 prefix-list 6bone seq 1 deny 2001:200::/35 le 128
router(config)# ipv6 prefix-list 6bone seq 2 deny 2001:228::/35 le 128

router(config)# ipv6 prefix-list 6bone seq 12 permit 3FFE::/16 le 28

router(config)# ipv6 prefix-list 6bone seq 14 permit 2002::/16 le 48
router(config)#

router(config)# ipv6 prefix-list FULL seq 1 permit 3FFE::/16 le 28
router(config)# ipv6 prefix-list FULL seq 2 permit 2001::/16 le 35
router(config)# ipv6 prefix-list FULL seq 3 permit 2002::/16 le 48
router(config)# control-Z

router# write

10
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(3) Filtering—policy A&

Address Family command modeOllM Filtering—policyE A& st MX  ‘neighbor
2001:230:E:FFF5::2 activate’E A &list0d BGP Peering Neighbor@l 2001:230:E:FFF5::2
2} BGPZ Address M2 E XZast= Network Layer Reachability Information(NLRNE F
1 gk=s F=H|E st ‘neighbor 2001:230:E:FFF5::2 override—capability-neg’= BGP
Peering Neighbor@l 2001:230:E:FFF5::27} Capability negotiationg XAl ¥stA| 22tz
2001:230:E:FFF5::22t IPv6 addressoll et BGP Connectiong & 5 U et
‘neighbor 2001:230:E:FFF5::2 prefix-list FULL in’2 Neighbor 2001:230:E:FFF5::2 2 £ E
Prefix® dtol £¢ M= FULL prefix-listol 7|== Zo| w=H sl ‘neighbor
2001:230:E:FFF5::2 prefix—list 6bone out’2 Neighbor 2001:230:E:FFF5::22 Prefix& =

H mf= 6bone prefix-listoll Z7|&= Zof| w=H stc}.

router# configure terminal

router(config)#

router(config)# router bgp 3748

router(config-router)# address—family ipv6

;5 address—family Enter Address Family command mode
router(config-router—af)#

router(config—router—af)# neighbor 2001:230:E:FFF5::2 activate

;; activate Enable the Address Family for this Neighbor
router(config-router—af)# neighbor 2001:230:E:FFF5::2 override—capability—neg
;5 override—capability—neg Override capability negotiation
router(config-router—af)# neighbor 2001:230:E:FFF5::2 prefix-list FULL in
router(config-router—af)# neighbor 2001:230:E:FFF5::2 prefix-list 6bone out
;s prefix—list Filter updates to/from this neighbor

;; (in! Filter incoming updates, out: Filter outgoing updates)
router(config-router—af)# control-Z

router# write

11
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3.6 BGP session el

‘show bgp ipv6 summary’ == ‘show bgp ipv6 neighbors AtCHEF TEP_ipv6'2 BGP

Session0| EMEAFA=XE 2QITT

—_

(1) show bgp ipv6 summary

BGP neighborE2| Atelf(status)E 22F5H0{ Ho{=C|.

router# show bgp ipv6 summary

BGP router identifier 129.254.254.86, local AS number 3748

BGP table version is 14563, main routing table version 14563

168 network entries and 1381 paths using 110392 bytes of memory
1179 BGP path attribute entries using 61308 bytes of memory

1128 BGP AS-PATH entries using 31080 bytes of memory

7 BGP community entries using 168 bytes of memory

0 BGP route—map cache entries using O bytes of memory

0 BGP filter-list cache entries using O bytes of memory

BGP activity 442/1845012 prefixes, 92427/91046 paths, scan interval 15 secs

Neighbor \Y% AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd
2001:230:E:A:2 4 4753 27295 40180 14563 0 0 2w2d 0
2001:230:E:C::2 4 7622 0 0 0 0 0 never Active
2001:230:E:FFF3::2

4 4725 34874 37959 14563 0 0 1w6d 127
2001:230:E:FFF5::2

4 17832 99 375 14563 0 0 00:09:08 0
2001:230:E:FFFD::2

4 9270 42472 27356 14563 0 0 1w2d 157
router#

12




Cisco 2tE 2l Configured Tunneling & &2t

(2) show bgp ipv6 neighbors 2001:230:E:FFF5::2

BGP neighbore| MMM E 2 AEfHE

=

]

zZetst Neighboroll st XiM|SH HEE HoiE

router# show bgp ipv6 neighbors 2001:230:E:FFF5::2
BGP neighbor is 2001:230:E:FFF5::2, remote AS 17832, external link
Description: 6NGIX(NCA)
BGP version 4, remote router ID 202.30.94.253
BGP state = Established, up for 00:12:38
Last read 00:00:38, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received
Address family IPv6 Unicast: advertised and received
Received 102 messages, O notifications, O in queue
Sent 378 messages, O notifications, O in queue
Route refresh request: received O, sent O

Minimum time between advertisement runs is 30 seconds

For address family: IPv6 Unicast
BGP table version 14563, neighbor version 14563
Index 20, Offset 2, Mask 0x10
Incoming update prefix filter list is FULL
Outgoing update prefix filter list is 6bone
0 accepted prefixes consume O bytes

Prefix advertised 155, suppressed 0, withdrawn O

Connections established 2; dropped 1

Last reset 02:42:42, due to Neighbor deleted

External BGP neighbor may be up to 255 hops away.
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Local host: 2001:230:E:FFF5::1, Local port: 32368
Foreign host: 2001:230:E:FFF5::2, Foreign port: 179

Enqueued packets for retransmit: O, input: O mis—ordered: O (O bytes)

=)

I3
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Event Timers (current time is Ox61A3BFBC):
Timer Starts Wakeups Next
Retrans 29 0 0x0
TimeWait 0 0 0x0
AckHold 16 13 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 620043642 snduna: 620053494 sndnxt: 620053494 sndwnd: 16015
irs: 3902250153 rcvnxt: 3902250549 rcvwnd: 15989 delrcvwnd: 395

SRTT: 400 ms, RTTO: 1744 ms, RTV: 472 ms, KRTT: O ms
minRTT: 200 ms, maxRTT: 528 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 516 bytes):
Rcvd: 35 (out of order: 0), with data: 16, total data bytes: 395
Sent: 51 (retransmit: 0), with data: 51, total data bytes: 11899

router#

14
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3.7 BGP Peering sl |

CiscoollM= MAE= 42 HAHE W= no’ commandE o|E2stct. chSe| =MZ BGP

Peering= ol Al gtk

(1) Tunnel interface & A

Static routeES O|2%t tunnelingdl M} &2 dHo Z X 7{ st}

router# config terminal
router(config)# no interface Tunnel51
router(config)# control-Z

router# write

(2) BGP Peering sl A

® neighbor entry XA

router# configure terminal

router(config)# router bgp 3748

router (config—router)# no neighbor 2001:230:E:FFF5::2 remote—as 17832
router(config—router)# control-Z7

router# write

®@ prefix-list A

(O
hu
I
jul
ull
4n
rr
N
o

prefix-list= CF2 7| &2} PeeringS WS 0} Al2E = U2

Zcf,

® Filtering—policy ®AH

Filtering—policyE MHE m Folgt Atee2 HA ‘neighbor 2001:230:E:FFF5::2

15
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activate’& A&sto] BGP Peering Neighbor2t2| Address M& WEV|sS M3t
(Enable)AlZlct. 2| LEM  Filtering Y EZ[QI ‘neighbor 2001:230:E:FFF5::2
prefix-list FULL in’®} ‘neighbor 2001:230:E:FFF5::2 prefix-list 6bone out’& no
HHO|Z HMAHeCl OFX|Z2 2 ‘no neighbor 2001:230:E:FFF5::2 activate’2 BGP

Peering Neighbor2t2| Address A& Welr|s& dH|gA 3 (Disable)AlZICE.

router# configure terminal

router(config)#

router(config)# router bgp 3748

router(config-router)# address—family ipv6

router(config-router—af)# neighbor 2001:230:E:FFF5::2 activate
router(config-router—af)# no neighbor 2001:230:E:FFF5::2 prefix-list FULL in
router(config-router—af)# no neighbor 2001:230:E:FFF5::2 prefix-list 6bone out
router(config-router—af)# no neighbor 2001:230:E:FFF5::2 activate
router(config-router—af)# control-Z

router# write

16
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[Appendix 1: Static route® 0O[&3t0 Tunnelingst?|

router# show conf

!

interface Tunnel35
description etri —> video6, paul@etri.re.kr
no ip address
ipv6b enable
ipv6 address 3FFE:2EQ0:E:FFF5::1/64
tunnel source Ethernetl

tunnel destination 129.254.165.59

tunnel mode ipv6ip

!
interface Ethernetl
ip address 129.254.254.86 255.255.255.240
no ip redirects
ip route-cache flow
media-type 10BaseT
ipv6b enable
ipv6 address 3FFE:2E00::/64 eui-64
ipvb nd ra-interval 60

ipv6 nd ra-lifetime 180

ipv6 nd prefix—advertisement 3FFE:2E00::/64 360 360 autoconfig

ipv6 route 3FFE:2E01:1:3::/64 Tunnel35

18
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[Appendix 2: BGPE 0|&35t0{ Tunnelingdt?| £18t #AHAXEE| of ]

router# show conf

!
interface Tunnel51

description ETRI-> 6NGIX(NCA), yumcy@nca.or.kr

no ip address

no ip route—cache cef

ipv6 enable

ipv6 address 2001:230:E:FFF5::1/64

tunnel source Ethernetl

tunnel destination 202.30.94.253

tunnel mode ipv6ip

router bgp 3748
no synchronization
bgp dampening
neighbor 2001:230:E:FFF5::2 remote—-as 17832
neighbor 2001:230:E:FFF5::2 description 6NGIX(NCA)
neighbor 2001:230:E:FFF5::2 ebgp—multihop 255
no neighbor 2001:230:E:FFF5::2 activate

address—family ipv6

neighbor 2001:230:E:FFF5::2 activate

neighbor 2001:230:E:FFF5::2 prefix-list FULL in
neighbor 2001:230:E:FFF5::2 prefix-list 6bone out

?"’ (7//415_)
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ipv6 prefix-list 6bone seq 1 deny 2001:200::/35 le 128

ipv6 prefix-list 6bone seq 11 deny 3FFE:8080::/28 le 128
ipv6 prefix-list 6bone seq 12 permit 3FFE::/16 le 28

ipv6 prefix—list 6bone seq 14 permit 2002::/16 le 48
1

ipv6 prefix—list FULL seq 1 permit 3FFE::/16 le 28
ipv6 prefix-list FULL seq 2 permit 2001::/16 le 35
ipv6 prefix-list FULL seq 3 permit 2002::/16 le 48
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