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Abstract: This paper proposes a deep-learning-based classification scheme for footprint analysis to achieve the

objectivity and swiftness of footprint analysis. Experiment environments resembling a crime scene are set up

with footprints, and their photos are taken by smartphones. Atrtificial Intelligence (Al) are compl
three steps. In the first step, the possibility of the introduction of Al to forensic science was veri

kinds of shoe models. In the second step, the footprints were collected in seven environments w

emented with
fied with two
ith five kinds

of shoe models, and a deep learning model was applied to them. In the third step, a preprocess was used in

order to improve the accuracy of a model and obtain data in terms of quantity and quality, and then a deep

learning model was applied to the data. As a result, the accuracy for the model for the experiment objects

was 0.9346. However, a continuous enhancement for our methodology is needed to achieve a high accuracy

for more shoe models. Thus, this paper suggested a proposal to enhance the footprint investigation framework

that adopted the science technology to specify a suspect by associating the proposed deep learning-b

searching scheme with the video from CCTV (closed-circuit television).

ased footprint

Key Words: Digital forensics, Footprint investigation, Machine learning, Footprint evaluation system.
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Table 1. Number of data points by step
Sneakers
Step Total Hiking boots Man Loafer
Adidas Fila Muji
I 320 160 160 - - -
ond 2,476 391 379 582 386 538
30 2,070 370 371 437 435 457
Table 2. Footprint data collected
Types Scan Soles Paper-stain DI Tile Cement
Fig.
I 0} o o o (¢ (6] o X X
2nd. 3rd 0} o o o (¢ (6] o (¢} (¢}
Abbreviation; MM; Marble-mud, BC; Bloodstains on clothes, DI; Dirt-impression.
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Table 3. Number of data used in the 1* experiment

Sneakers
Types Hiking boots
Adidas
Total 320
Soles 2 2
Footprint 158 158

Rate= 0.0012, optimizer (3243} &12]5 )= RMSprop
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Table 4. Experimental data used in the 2nd experiment
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= epoch 200, optimizer= Adam,

Sneakers
Types Total Hiking boots Man Loafer
Adidas Fila Muji
Total 2,476 391 379 582 586 538
Soles 10 2 2 2 2 2
Footprint 2,466 389 377 580 584 536

1 | conv2d_input : InputLayer | [(None, 200, 200, 1)] ‘ [(None, 200, 200, 1)] ‘
i

2 | Conv2d : Conv2D I (None, 200, 200, 1) ‘ (None, 198, 198, 16) ‘
I

3 max_pooling2d_1 : MaxPooling2D I (None, 198, 198, 16) | (None, 99, 99, 16) ‘
i

4 | conv2d_1 : Conv2D | (None, 99, 99, 16) | (None, 97, 97, 32) ‘
i

5 i max_pooling2d_2 : MaxPooling2D | (None, 97, 97, 32) | (None, 48, 48, 32) ‘
i

6 I conv2d_2 : Conv2D | (None, 48, 48, 32) | (None, 46, 46, 64) ‘
i

7 | max_pooling2d_3 : MaxPooling2D | (None, 46, 46, 64) | (None, 23, 23, 64) ‘
i

8 I flatten : Flatten I (None, 23, 23, 64) l (None, 33856) ‘
]

9 | dense : Dense | (None, 33856) | (None, 512) ‘
i

10 | dense_1 : Dense | (None, 512) | (None, 1) ‘

Fig. 1. CNN layers in footprint search systems.
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Fig. 2. Confusion matrix of the 2nd experiment.
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Table 5. Data cleaning of the 3rd experiment
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Sneakers
Types Total Hiking boots Man Loafer
Adidas Fila Muji
Total 2,476 391 379 582 586 538
Remove 406 21 7 146 151 81
Residue 2,070 370 372 436 435 457
Table 6. Data classification of the 3rd experiment
Sneakers
Types Total Hiking boots Man Loafer
Adidas Fila Muji
Total 2,070 370 372 436 435 457
Train 1,243 222 224 261 261 275
Validation 414 74 74 88 87 91
Test 413 74 74 87 87 91
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Fig. 4. Confusion matrix of accuracy of the 3rd experiment.

Table 7. Footprint search system performance metrics

Metrics 2" experiment 3™ experiment
Accuracy 0.6672 0.9346
Precision 0.6733 0.9350

Recall 0.6664 0.9331
F1-Score 0.6655 0.9336
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Table 8. Next-generation footprint implementation system framework

Steps As-Is To-Be
Collection Direct transfer of gypsum, gelatin, etc. or use of static Investigator take a photo of footprints on smartphone
electricity on site
. Display images after post-processing, such as drying Detect footprints with preprocessing programs, edit
Preparation piay 1mag post-p 20 rying p prep g prog

collected footprints

photos, and send them to the search system

Search Searching in the DB with FTIS

Search in DB by analyzing feature points and patterns
with DNN

Specified the site and pattern

Appraiser visually identifies the model by comparing Identify suspects by linking CCTV images after

checking the shoe model
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