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»  Abstract OlA DNSE &&5t0 2H0A &2 2 HOE fIet A2
u HES MSol=S of= 7I1&0|0, A7 | TAEU
= ADIE &, ADIE ME2| 5§ Ut MEQHU(Internet  CH[1-7]. ot 2 =22 & MAQ| 01X M2=g 1t ot&tl3]
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AEQIE{ U (Internet of Things, loT)7|7|7 f% f
etofl m2 71718 AlgE R #eloke 7I-o et S+t l
= mASIHE QA0 M, 0|2 95 DNS Name ‘
Autoconfiguration(DNSNA)2 AFZQIEY 7|7|12 &7 |H
o=z DUHE I #H2E st ZHYHFE Domain Name
System(DNS) 7lgto2 Holstl 1slole AS 21
2 S AEQIES 717|12 20 HO{5HH, MHIAE H|
2617| IaiMe= Internet Protocol(IP) FAS 7|BIOZ of
Of oitt. IP A= 4HI0|EQ| H2 FgEl Y& <A ], 22
(1 ~ 265)Qt Moz 40| =Lt oFX|2t 7|Z=2] IP Version
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aiiZ5t7| st IP Version 6(IPvE)7t MFERUCE. 128 HIE 3| ¢IFLE1

O ZAE 71X IPvB= Z|TH 2M287HQ| IP FAE &iTet 4 A MES NH%JEr.
QUX|ZE OFE7ER] SFEHQI EF(0], OIS S4! LIE/T) OIA Oj= OHE AHApple Inc.)2| SF2(Bonjour)= OIS Cibt
MNEET QoL MEQIEL 7717t B7IE10] T2t M IPv6  0|AS AFRSH= AFRXf0)| & aoq XHEOZ XHAIO| A5}
O MET2 =0IE A2Z MY EL DNSNAE MZQIES 11 Q= OIS 717ISE Eelg = JUEE oiFs= mDNS 7|
71712 Al BUEZ 2 YOI HOf1] 95t A™IES 89| Zero-Configuration ZZEO|CHS]. ZE 0§ Cltfo]
AXIO| THQIS FAst 5t CIfet YIEYT BZO, IPv6, A= DNS LS XA L= DNS AJH{O|H SAl0f XAl
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2= =ZHEHI0 /Xl CHE 0iE O
= Cjdto|A EM(Device Discovery)dt 2t
£7f J(lgﬁe* = QU= MH|AE EfMiGH= DNS 7|gt
Service Discovery, DNS-SD)E X|&
la] %—’F—Et mDNSE 7[HIC = &}
7|7f %5t |—1|E 0=
Ol 22 2SS LAIZICE

oneM2M& Machine-to-Machine(M2M) Y402 £

LI5k= CHIOIASS flot BEet 7|72 SMHEZES, A
ADIE MY S AIZOIEY 717|158 95t ATE
A SMZS HMSett. oneM2Me| SZ 2 THLASO
A EEH MEQIEHU 717|152 et MEIA JES &

Ct. &2t oneM2M OflM= ARZQIEIU 71712 flet 2| A
HAKObject Identifier, OID)E HEZ&3t 3iCH10]. oneM2M
Ctfet SR AIZQIEHU 717152 flet Y& M|
SUES HSot=d 58S 0 Message Queue
Telemetry Transport(MQTT), Constrained Application
Protocol(CoAP) St 22 AFZQIEYI 7|7| Mo & 2
£ ¢t st I2EZSS 0|50 AMH|IA MIS K|&et
CH10]. CoAPE UDP 7[8te] M| Z2EZE HI0|H2|2
TEE 0 71EL PCeE 22 CHIO|ALL | ASQIES 7]
7|, AN St 20| ZAFE TH7H MRl 71710 HUX| &
M8 1850 CARIE T2EZF0|CH CoAP= UDP/IP
S0l SESIT. HIAIXQ| AZlEE @lol IHEES MSot
o, MOZ sl Hyper Text Transfer Protocol(HTTP) O
M HMEot= HAE(Z, GET, PUT, POST, DELETE)E 0]
ol HMOHAIXIZ ETHH11]. E£TH CoOAP2 ZEAE S
off HTTPS} S0 QIELIS] HEHO| AECIEHYHS HEY
3717152 # 718t QIHH0|AS Soff TA Mo == ATt
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<unique_id>.<object_identifier>.<location>.<domain_name>

(22 2. 0ID 7|Et2] DNS 4|2 Zot)

+ unique_id: ASCIl 2At= 4-dE DNS HYe| wEds

object identifier: C|HIO|AQ| ZHK| AlHXIZA oneM2M

OlM Zolgt XA ID(R2]7]#, &, H0IH =7t 2E,

M2M =E90| Zgf 2AE)[10]0]t. 0] OIDE Lo 47H

2 O|R0{Tl AEXHEIZAL ID, 2% ID, Al2IY ID, 2%

ID)2 P&, 2 HE= AHAT0()E 0183l =2

St

location: At=QIE{S 71719] 22|H21 /XIS LIEHHH O

AHRL X0, Y, 24, LER ¥ 3)2 HAH

O, 4, =, MM S)=2 7=

domain_name: RFC 33152| 0|21 4| HSH0| 2t

Q1T E DNS =091 HUS LIEHHC) & HE= ARAL
7t A9 HIEHIE AEs| floi MEE. HIE =
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+ DNS AMH: DNS M= 220 ?IXIgh A= QIES 717]0]

M d-gE DNS S S50t Helok= AHO|TE DNS
NHE ARXIS] DNS 2|AE Q0L AFZQIEL 71719
DNS YHI0|E QES XMe[2ITh DNS M= ALZAS| &
2ot Z&S floll 222 P FAS AZoHOF BTt DNS A
H= ALEALS] DNS 2|AE QFS +4I01H AEA0A
AZQIES 717152] DNS U 2|AES FESHTE DNS
YCI0IE 20| SH2H A=IHU 717|9] DNS Hgs
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Dynamic Host Configuration Protocol(DHCP)[13] 7|s
= EXiol HIERZN EMok= A=Y 717159 IP
#2|5tALE 22 Recursive DNS Server(RDNSS)ATH
FAE XMt IPv62| Router Advertisement(RA)
SN2 2800 HEYIE AlEch= DNS M 2|AE
(DNS Search List, DNSSL)E T™&SHCH14]. IPv4 HIER
0= DHCP2| 415 28610 DNSSLE ARZ2IEU
717 |S01A HSBHICH 3]
ASMH (AS): QISAMH= HOt0|
(SDNSNA)OfIA RSA 7|gt9] 9| Al gl
2|ot= AMHO|CE AS AMHE= 8t 4o o
A0LE 71712} 2 HOA HESHT. Ol AOIE
T4 = 7= Near Field Communication(NFC) E{1Z 0|
o0 A 2IEY 7|7 |0f[A TS EICE
AZSUEY 71710 AZQIES 7|7|2M ARZA 22| 3
HNO{SI2IAL Sk CHAO| EICH 0= H2 MO, 2k Al
M, &k MIME Zelstn Aol MMES Heloh| flet
ARY 752 MESotks SAI0 AFZXAIS] ADE 717| &
CIRERL R7|1H22 S4IE 4= A0{O0F St NFC
0|8ot0] AOE 717 |2t &S A&t}
ADIE 717]: MEXPIE ABok= ADEE & 52
PCe} 22 OISHROICH AECIEL 7172 S
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V. AREQUEY 77| BHE
0] A|ARY(DNSNA)

2|5t DNS 718t 4|

2 oAM= Cfefet HEHISHE0M DNSNAS| 7igS
Xgolil HH| oMo MBUHS ATHBIT. DNSNAE
IPv6 HERT 2tF0A2 ME A 40| O|R0ACLL, &
M HEYT 401 IPvAR} EOH(Security)2 XIRGHEE
SHEEAC
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5.1 IPv6 LIE|ITE 2|2t DNSNA

=2 HMo|ME IPv6 HEYZ O|A2] DNSNAS AT}
= ZIM AJHSHE DNSNAE 22 AJKE IPv4, Secure
= OlAe] G720l 22H0| == 7|=0|CH1]. DNSNAZS|

o| 5t
AAg MEe 78 33 2T,

RA or DHCP Option

(DNS Search List)

Duplicate Address Detection

(DAD) IPv6
Router -==—==——c e m 10T Device

(DHCPv6 Server) NI Query
(DNS Name Collection)

NI Reply
(DNS Name & IPv6 Address)

/7 / m ‘
Access A
A

Point L~ Mobile Device
o (e.g., Smartphone, Tablet PC)

DNS Name
Generation

Remote-
Control
loT Device

(2 3. DNSNA A| A M)

DNSNAE CHS2 20| SEBHTH14]. &M, AFZQIE Sl
717174 HESZ0| ST 2= AZUES 77(011A|
2tRH Z1(RA)E2 DHCPv6L| SMS &850 DNS &
M 2|AE(DNSSL)E H&ESITE SM, AEQIEHY 717
AlISE DNSSLE 0125101 DNS H|Q| ZoH0f| UX|SHA| At
O| DNS UIES A5t} Aim, = DNS Ll MWQ
IPv6 F=AE 50| 2F2E0A DNS H0| E5=SU
X =2 4 ZAKDuplicate Name Detection, DND)E %
Aot AHL12 DNS U2 RUEE HSSITt Wn, 2tE
= Node Information(NI) #2/(Query) HIAIX|S 0|250]
DNS U F HIAIXIE TESICH AEQIES 7|171= NI S
El(Reply) HIAIXIE 285t0] X212 DNS HIS DNS AfH
o SEallEels QTS WSt THAM, AFZQIEY 77|
O| DNS 4|t IP $¢§ A5 2t = DNS 35 &
HOIE D2EZSS &850 DNS AHZ MAs 2IE A
ATt oA, AFEQIEY 71712] DNS HIQ0] o=
DNS MH{0f| SSEUCH AZXI= ADIE 7|7|E 0|85t
0f DNS MHZEEH S&& AEQIHY 7|7|52] DNS U
2AEE 085 HZH0M AZRIHY 717|1E H|
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5.2 IPv4 HIEEQIE 9IS DNSNA(DNSNAV4)
Router @ Request IP Information
(DHCPV4 4 o o o o o o e e e e IPv4
Server) IPv4 Address & loT Device
DHCP Option (DNS Search List) 5
Registration Request et 5 DNS Name
@ (IPv4 Address & DNS Name) A | Generation

IPv4 Network

e @ Get loT device List

DNS Na
Registration

Remote-Control
loT Device

@
R

y Acces A P/
DNS Server Point ~ Mobile Device
(e.g., Smartphone, Tablet PC)

(O3 4. DNSNAv4 A AE B

= H0ME M HE/T 282 IPvd HZ0A2



DNSNA(DNSNAv4)E AJHSICE DNSNAv4A= DHCPv4
MHE 2tRE 2 2E5t0 T-8otH, AL 282 T8 4%
7|-|:_|-

DHCP *1H'|'— DHCP &41& &&5t0{ DNSSLE At=¢!
EISU 717107 &0t ARZQIES 7| 7= a=Llet DNSSL
SIS 2E0l0] IPv601|A1—| DNSNAZ} S5 Ar=QlE
S 71712 DNS HIYE ot 2t A=QIES 7171 4
J& DNS Ut IPv4 =45 012510 HAIXIS Td2t =
DHCP AMB{0jA AHL1C] DNS HYO| 117eHK| dSots &
= U2} ZAKDND)E +=&gt = DNS HI0| HE=ACHH
DNS X YHO|E HAXIZ LFIT 29| IFY2 IPve2t
S5t

5.3 HokZ 112{5t DNSNA(SDNSNA)

7|Z2| DNSNA2F DNSNAvA= 2ol X0l off701| 2o
M ARZQIES 717|1E SSots 239 1HH0| o S =
U= Flelds Boh| flol AU = oA A1
Secure DNSNA(SDNSNA)= I8 52 20| A|ARIS 4F

it
RA or DHCP Option
@ Router (DNS Search List) -
Nif (DHCPv6 Duplicate Address Detectiorl IP%
Verification|  SeTver @@A_DL _________ loT Device
ue DNS Name
e :‘E;ldqs Nr:me Collection)
DNS Server NI Reply Zlgnatutre
‘zﬁ .
DNS N
Registration|
3 Send a Signing Key ~
securiy — [E&
g\;z::ztll:“ Au“‘seenrtlue:: ion O Smartphone Connection Smartphone
(28 5. SDNSNA AJAE! M7)

7122 DNSNAUM= AFZRIES 717] S5 flof Bt
£ QIBIES TIMGHK| 4X|2, SDNSNAOIM= NFCE &
Zoll AS AMHOA ZHAIZI 7] s &Zot0 TXE MY
= ddotH 0|5 d&dtk= 1+ % 7ot Al8AP S5
SITLX SH= AZOIEIL 7|7|5t S261E2 Bt 4 9Tk A8
AL ADFE 71712 AS A1H'|(O|KA1H'|)O1 QIZE A, TLS,
SSH)S 0|8510 T ELt. AS M= Q15 2fet 7|
(Signing Key, Verification Key)= A4

S0 Signing Key
£ ANE 7|7|2, Verification KeyE 2HREHZE ™ML}
Signing KeyE ADIE 7|7|0A NFCE O|&sH AFZQIEU
7|17|2 M&E|H Verification KeyZS AFEQIES! 7|7 |22 H
MEE OXE MBS dEot=0 ABE . 0|F AZIEU
7171z 2tRHZEE DNSSLE $4I610, X219 DNS |
2 M|OFet DNS U IoH0H| LX[SHH| -dot, ADIE 7|7

£ Soll 415t Signing Key2t AFZQIE{SI 7|7|2] 11Rot
B0, MAC =A)E 018510 A2l CXE MBS dd
ot CIXIE MY2 S5E DNS UY0| EXifot=X|

=, NI H2|E 0|8al etRHZ MEECH 2HRE= X0
LISt Verification KeyE 01&381H AFZQIHU 7|719] OX|E
150l 2 =Alet OX|E MEO| HSECHH 2t
=X HHI0|E #H2|E H/dot0 DNS M= |
9’88._ Cf. AEQIHS 71712 A0 &2 = K0
SF LIHX| Y2 UBHEQI DNSNARE SUoHA| S4
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5.4 CoAP7tt 21Z{H|0f

2 HOME= CoAP 7[gte] S41ut AEQIEL 71719 AH|
AE EPMGH= MH|AEM(DNS Service Discovery, DNS-
SD)E 112{8t DNSNAE AT [4], [9], [11]. 7|&9

DNSNAOIAHS ARZQIEIL 717] 2] & HIOIS PloiA B
3t A% D2 TS 0SBISICt BRIt A% DR I2YS
7129 71719 2] ZRY TRt HBHER 717 [0l XS

X k2 22| 2 0] ATk, WRtk Katet T2l U Hof

(= y— = -

HIAIXIS ?I5t0] CoAP 7|8t2| &e| X KHI0f HIAIXIS OFZaH

OF BICH11]. CoAPS 2 BRST0IM AT43H 252 HiO]
42| 7|¢te] SICIS 0125101 71Z0| PCAZ ZHEES}
S5 02 717(0f CHH X5 B2 2 RO HAIKIS A
25t 4 QUC} E3EDNS 7[HHo] AH|A EIS HZ517| Sl
DNS AMHIA B|FE ERI[15]S OIR310) AH|A EMS X
SOt AMH|A EHAZ 2[5t SRV 2|AA HFE o2 TF
61} 2Lt

robotCleaner._RobotCleaner._tcp.local. 120 IN SRV 0 0 515 robotcleaner.local.

(I 6. DNS Service DiscoveryS 9/3t SRV 2|AA 2T E ZoH)

T 69 SRV dIZ=9 A HM == (Instance
Name) (Service Type).{DomainyZ =t XtA|EH A
S Ot2fet ZCt. Instance Name2 ALX7F & O|aH
U= YO 3 =A0| Xee = MH[AL| 0|F0] S0
Ct. Service TypeUlM= liE AH|AZL AEot= EfRI0]
O{ZtCt. Domain olfid MHIATE MSE= RIS HE
LIEFACE, LIHX] 120, O, 0, 515= &=AMUZ Time-to-
Live, Weight, Priority, Port NumberS LtEHHCE TH2tA
O3 69| SRV 2laA HIAEE 2Z0M AIEEHE 22 H
A719] tiet HEE H11 U= AO|C} [2tA CoAP 7[Ete
DNSNAE 0|80l 2 &% 13 71 20| HZ0IM A=
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Domain : loTDev1.raspberry.loTDev.Room1 Domain: loTDev1.raspberry.loTDev.Room1

IPva @ 115.145.178.11 IPv4 : 115.145.178.11

Service:  FireSensor Service:  FireSensor
Service:  LightLivingRoom Service:  LightLivingRoom
Service:  LightToilet Service:  LightToilet
Service:  LightKitchen Service:  LightKitchen

PN RS c0ap://115.145.178.11:5683/LightLivingRoom

GET v @ on () oFF AK@Z0
RESPONSE OPTIONS

(12) CONTENT-FORMAT: 0
(14) MAX AGE: 60
RESPONSE PAYLOAD

ON

(J8 7. CoAP 7|HH2] DNSNAQ| 217 #2| L X0f)

5.5 Cloud 7|¢t DNSNA

= HojlAs 222 2HE)(Cloud Computing) 74t
DNSNAS AZH3iCt, FABIO| 22|
o2 ALRXILL 7|01 GIOJE] MEQ] HIO[ES XA, 7tE
Ste CISt 7152 RIZSICH 222 MHE 012351 &

T 7129 7| A ST HOlIA Ml FXHIZ (0], MR

o 4 IT O
S2IQC #uge

)2 EV|HO2 ZANA SHAHAIYY S & 4 U= of=

Ast2 SICH16]. 2 22HRE 7[8H9] DNSNA X0A = 1

2 81t 20| A|AHIS LS 4= QIO F7| 671e] X2
[2O{ZICH17].

HTTP (Control & Monitoring)
A e L P
l@ ’ “ Cloud System for loT Platform N

Wireless NeMarkl:I
Cloud Server M

Smart
Device

P
DNS Name List

&
s Service List

______

(J2 8. 22HRE MH|A 7|€t0] DNSNA AJAE! M)

S0, DNSNA, DNSNAv4 52 Itg= Solf DNS A0
HYS ST M, 2Z0] ?IXIe DNS M= =28 A
#21 Cloud AE{O] AHLI0] 7EXJAL Q= DNS HIY 2l AEQ}
MH|2& 2|AES HZE BICE AN, ALZAE ADE 7)7I1E
018510 Cloud A0 FH<%6t04 ARl Domain FE2E &
Solf AFSAS ARZQUES 7|75 A Eettt. S, AEA=
HTTP MIAIXIZ OZsl HANM 2e] X Mo HAKIE &g
SICh. CHAMH, =213 HTTP HIAIXIS 2tRE(EE ZHADE
2Zoll CoAP HAIX|= HISIBITt O|uf Bt 801IA
Hitet BEHAIS T4-3ITt. o5, Hete CoAP HIAIX%
2Eot0 2201 AXIet ARZRUEN 7|71E HH0A e H
M7t 7tsotH.

SAe |1

[ o

2 HOE 2210 U I UE0l NE -
X

- Ml8td: DNSNAS| gd5& d3ol/| fIotd & 7

AHO|AE 0|80l S5H/IE TIMoHUT. A & HHI &
& A O|AE IPv6 EHE0AC] A
A= [Py 2HE0|IM 2] Heis .
SICOMN: 2t S+H0A DNSNAS A&5t7| Lol At
S92l 7|7|= Raspberry Pi, DNS MHZ= Desktop
PC, QIZMHZ ARE|= Desktop PC & 2tRE9 S
&S b= Desktop PCE ZE5IQIC}. ESH 44 Galaxy
Note 3(SM-N900S)E AtEAt CIHIO|AZ AFESIRALY.
IREZ AREE Desktop PCE ‘radvd’[19] 2! ‘isc-
dhcp-server [20]1E AIESIR2H, DNS MHZ EEF
Desktop2 bind9’[21]E 0|&3 DNS ANHZ S&otY

C}. 2+2ke] Desktop PC= 3.4GHz CPU(Intel i7-3770)
2 16GB Memory RAMS Z2I5IUCH, Raspberry
Pi= 900Mhz 32H|E CPU(ARM Cortex-A7) 2 1GB
Memory RAMS HAGIR T SA0f IPv6 2! IPv4 &t
OlM ARZQIEY 717 | = 28 E UL

6.1 DNS HIg EIEZF40| CHet HIAIX] ALSE Bl

DNSNA

DNS Query
DNS Reply

AAAAAA Client Node(n)
Target Node(n,) !

DNS Query S N R
—_—
DNS Reply

(2 9. HE| & HEHT 2704 DNSNA & mDNSC| HIAIX| ARBE H|ir)

9 9 ZE 22 FdE HERZMA DNSNAL
mDNSQ| HAIX] ALEES H|uwottt. HA DNSNAS| A%



FUHNAEE 7[Hte= DNS 4 HEFMHE saot| I
=0l DNS 2| HAIXIS| == 22{0|E =E(n)OIAM T
& EEn)THKIS] 2T E(Hop)2 2T == QAT ofX|2t
mDNS2| Z% HIERA LHOA ZEHAES 0|83l 2EF
S ol/| 20 DNS HIEF49 HAIX| = HESR
39| & g3 2 2. M2t DNSNAS| Z< 22{0]
0._15 LE2H B LK m S0|2t1 7HY5HH F 2o

x m 7HS| HAIX|7F AL E A0 O(m)2= HE
Ct. SHAIZE MDNS2| 2= HIERA 2529 =01 of

O(IE[)7t DNS HIY HZF8S st HIAIX] 77t

;o 40

ool 4> oY
ol
rlr

n

6.2 DNS |2} S M0f| T3t 13! 7H< Hlm

DNSNA2F mDNS2| IiZl AFZEH H|WE 2o mDNS +
X1 ‘Avahi’ [22]2 AF5H0] mDNSO| CHEH THZ! AFR2s
oIt 3702 AFZQIE 7|7|1E &80t mDNS
NSNAQ| st 7] At2ZS ‘Wireshark’ [23] E5
ol HER/F ddsl= 2 5 ALtoiUCt. Eof
HAEHES HERI: drattisful XA SHEMA
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