
Due to a lack of security policies, a quantitative evaluation of
the implementation was not possible. Therefore, we evaluated
the generated output taking its format, syntax, and contents
into account.

%\begin{lstlisting}[language=XML, label={lst:example2}, caption={Input: "Block SNS
access during office hours with a weekly frequency (9am-5pm;
Monday-Friday)"}]

<?xml version="1.0" encoding="UTF-8" ?>
<i2nsf-cfi-policy

xmlns="urn:ietf:params:xml:ns:yang:ietf-i2nsf-cfi-policy">
<name>block_sns_access_during_office_hours</name>
<rules>

<name>block_sns_access</name>
<condition>

<time>
<frequency>weekly</frequency>
<period>

<start-time>09:00</start-time>
<end-time>17:00</end-time>
<day>Monday</day>
<day>Tuesday</day>
<day>Wednesday</day>
<day>Thursday</day>
<day>Friday</day>

</period>
</time>
<url-category>

<url-name>SNS</url-name>
</url-category>

</condition>
<actions>

<primary-action>
<action>drop</action>

</primary-action>
</actions>

</rules>
</i2nsf-cfi-policy>

Listing 2. A security policy for blocking SNS access during office hours

In the above example, we used the following input:
Block SNS access during office hours with a weekly frequency
(9am-5pm; Monday-Friday). As shown in Listing 2, the result
looks promising since the format of the XML scheme follows
the provided guideline. The syntax is appropriate enough to
capture the required contents to construct a security policy
from the input text accordingly.

V. EXECUTION FLOW

The generation of XML policies has the following six steps.
1) Define Examples with Input-Output Pairs: Create a

list of examples where each example consists of:
• An Input in a natural language, such as “Block

malicious websites for my son’s computer.”
• An Output in the XML file for the corresponding

security policy.
This list serves as references for generating new outputs.

2) Initialize Semantic Similarity Example Selector: Use
an embedding model to convert all example inputs
into numerical vector embeddings. These embeddings
are stored in a vector database to efficiently retrieve
examples most relevant to a given query.

3) Create Few-Shot Prompt Template: Construct a
prompt that combines the following components:

• Contextual instructions: High-level guidance for
generating XML security policies.

• Selected examples: Examples retrieved based on
their semantic similarity to the query, which are
retrieved using semantic search algorithms.

• User input query: The specific natural language
query, which is an input in a high-level language,
requiring an XML policy.

4) Configure the Large Language Model (LLM): Pass
the constructed prompt to a language model, such as
GPT-4. The model processes the input and generates the
corresponding XML security policy.

5) Process New Queries: For a new input query:
a) Search the vector database for semantically similar

examples.
b) Integrate the retrieved examples into the few-shot

prompt template.
c) Pass the final prompt to the LLM for output

generation.
6) Output: Return the generated XML file as a security

policy for the input text.

VI. CONCLUSION

This paper demonstrates the potential of Large Language
Models (LLM) for a Security Policy Generator (SPT) in
the I2NSF framework. The SPT with LLM automates the
generation of an I2NSF security policy from a natural language
description. By using prompt engineering and the structured
YANG data model of the Consumer-Facing Interface, the pro-
posed SPT simplifies policy creation for non-technical users,
ensuring efficiency and compliance with the I2NSF frame-
work. While qualitative evaluation shows promising results
in terms of format and content alignment, future work will
focus on expanding policy datasets for quantitative assessment,
improving model scalability, and enhancing context awareness
to address diverse cybersecurity scenarios. Moreover, the in-
tegration of our implementation with the I2NSF system will
be considered for intelligent security provisioning.
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Abstract—As networks continue to grow in scale and complex-
ity, the dynamic and centralized control offered by Software-
Defined Networking (SDN) is increasingly vital for optimizing
performance and ensuring resilience. With the adoption of SDN,
network traffic can be dynamically rerouted to avoid congestion
and failures, while Quality of Service (QoS) can be adjusted
in real time to prioritize critical applications. This paper lever-
ages OpenDaylight (ODL) as the SDN controller and Mininet
for network emulation, using the HTTP-based communication
protocol RESTCONF to manage and optimize traffic flows. By
developing an intelligent and adaptive SDN framework, this work
contributes to the pursuit of scalable, efficient, and resilient
networks in an era of unprecedented connectivity.

Index Terms—Software-Defined Networking, Network Traffic
Optimization, OpenDaylight, Mininet, Real-Time Telemetry.

I. INTRODUCTION

In modern networks, the increasing demand for high-speed
data transmission and reliable connectivity presents significant
challenges in traffic management and resource optimization.
Traditional static network configurations often struggle to
adapt to dynamic changes, such as congestion and link failures,
leading to poor performance and inefficient resource utiliza-
tion.

Software-Defined Networking (SDN) has emerged as a
transformative approach, offering centralized control and pro-
grammability of network infrastructure [1]. By decoupling
the control plane from the data plane, SDN enables dynamic
reconfiguration of network paths, allowing for more efficient
traffic management and improved QoS. This paper leverages
OpenDaylight (ODL) [2], which is a leading open-source SDN
controller, to implement a network traffic engineering system
capable of optimizing traffic flows in real time.

The goal of this paper is to design and develop an SDN Traf-
fic Optimization (SDN-TO) System that dynamically manages
network traffic based on performance metrics and conditions.
Mininet [3] as a widely used network emulator is employed
to emulate the network environment, providing flexibility in
testing various topologies and configurations. The communica-
tion between the Mininet emulator and the ODL controller is
facilitated through the RESTCONF protocol [4], with YANG
data models defining the configuration schema [5].

The proposed SDN-TO system automates key tasks, such
as routing and prioritizing traffic, improving network reliabil-
ity, efficiency, and performance. By continuously monitoring

network latencies and adjusting traffic paths accordingly, the
system ensures optimal utilization of resources and minimal
service disruption.

The remainder of this paper is organized as follows. Sec-
tion II summarizes related work. Section III describes the
design of our SDN traffic optimization system. Section IV
describes the performance of our system. Finally, in Section V,
we conclude this paper along with future work.

II. RELATED WORK

The field of network traffic engineering has evolved sig-
nificantly with the advent of SDN, which decouples the
control plane from the data plane, enabling more dynamic
and programmable networks. This section outlines key related
work and technologies for network traffic engineering in SDN
networks.

A. Software-Defined Networking and OpenDaylight
SDN emerged as a paradigm to improve network flexibility

and efficiency. Early SDN work in [6] introduced the Open-
Flow protocol [7], enabling centralized control of network
devices. ODL, an open-source SDN controller, extends this
vision by providing a modular platform that supports various
southbound protocols, such as OpenFlow, NETCONF, and
RESTCONF [4], [7], [8].

The NETCONF protocol [8] provides a standardized mech-
anism for network configuration, offering transaction-based
operations for reliability. On top of this, the RESTCONF pro-
tocol [4] enables a simpler HTTP-based network management
interface, facilitating integration with modern applications. Fi-
nally, YANG [5] offers a data modeling language that ensures
network configurations with compatibility and consistency via
NETCONF and RESTCONF.

B. Traffic Engineering and Optimization Strategies
Traffic engineering techniques focus on optimizing the

flow of data through a network to enhance performance and
reliability. Classic approaches, such as Multiprotocol Label
Switching (MPLS) [9], [10], rely on predetermined paths.
However, SDN-based approaches leverage real-time data to
make dynamic routing decisions. Note that algorithms like
Dijkstra’s and A* have been widely used for shortest path
computation [11]. They are used for network traffic engineer-
ing in the SDN networks.
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III. DESIGN

The design of our network traffic engineering system
leverages a modular architecture, integrating several key
components that work together to optimize and dynami-
cally manage traffic flows in an emulated SDN environment.
The source code of our SDN-TO system is available at
our GitHub repository of https://github.com/jaehoonpauljeong/
Data-Modeling-Group-3-Project. The demonstration video
clip is available at our YouTube link of https://www.youtube.
com/watch?v=1B-Al1AHDNo&feature=youtu.be. This system
is structured as follows:

A. Network Emulation with Mininet

Mininet is used to emulate a network environment, support-
ing two common topologies:

• Ring Topology: Hosts and switches are arranged in a
circular configuration, with links between adjacent nodes
and hosts.

• Mesh Topology: Hosts and switched are connected with
a more interconnected structure, allowing more robust
paths and redundancy.

Custom functions in topology_min.py are used to set up
these topologies, including configuring hosts, switches, and
link delays.

Fig. 1. Ring Topology (implemented with Mininet)

Fig. 2. Mesh Topology (implemented with Mininet)

B. OpenDaylight Controller

The ODL controller is integrated into the Mininet network
by its IP address. This allows the centralized control of
the switches and other network resources. Communication
between the Mininet emulator and the ODL controller is
established using either RESTCONF [4] or NETCONF [8],
facilitating dynamic topology management and real-time ad-
justments.

C. Docker Containers

In order to ensure seamless compatibility and ease of
deployment, both Mininet and OpenDaylight are hosted within
separate Docker containers. This approach ensures a modular
architecture, simplifying container management and version
control for both components. Additionally, the Python applica-
tion responsible for implementing dynamic routing is launched
within Mininet’s container. This design choice consolidates
the network emulation and application logic into a single
environment, providing an integrated, all-in-one solution for
network users. By doing so, the setup reduces complexity,
improves portability, and enables easier replication of the
environment across different systems.

Fig. 3. Visualization of the architecture

D. Network Monitoring and Optimization

• Latency measurement: The system monitors network
performance using a custom function in latency.py
that is the implementation of Algorithm 1. Hosts within
the Mininet topology perform ping tests, and latency
values are extracted and displayed for analysis.

• Topology and path management: The Python code in
the file topology_odl.py interacts with the ODL
controller to fetch the current network topology. A graph
representation is created using NetworkX to calculate the
shortest path between a pair of hosts.

• Path rerouting: Based on network performance and
congestion, a path between a pair of hosts can be opti-
mized. The flow.py module handles path adjustments,
allowing the system to propose and apply new routes.
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these topologies, including configuring hosts, switches, and
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B. OpenDaylight Controller

The ODL controller is integrated into the Mininet network
by its IP address. This allows the centralized control of
the switches and other network resources. Communication
between the Mininet emulator and the ODL controller is
established using either RESTCONF [4] or NETCONF [8],
facilitating dynamic topology management and real-time ad-
justments.

C. Docker Containers

In order to ensure seamless compatibility and ease of
deployment, both Mininet and OpenDaylight are hosted within
separate Docker containers. This approach ensures a modular
architecture, simplifying container management and version
control for both components. Additionally, the Python applica-
tion responsible for implementing dynamic routing is launched
within Mininet’s container. This design choice consolidates
the network emulation and application logic into a single
environment, providing an integrated, all-in-one solution for
network users. By doing so, the setup reduces complexity,
improves portability, and enables easier replication of the
environment across different systems.

Fig. 3. Visualization of the architecture

D. Network Monitoring and Optimization

• Latency measurement: The system monitors network
performance using a custom function in latency.py
that is the implementation of Algorithm 1. Hosts within
the Mininet topology perform ping tests, and latency
values are extracted and displayed for analysis.

• Topology and path management: The Python code in
the file topology_odl.py interacts with the ODL
controller to fetch the current network topology. A graph
representation is created using NetworkX to calculate the
shortest path between a pair of hosts.

• Path rerouting: Based on network performance and
congestion, a path between a pair of hosts can be opti-
mized. The flow.py module handles path adjustments,
allowing the system to propose and apply new routes.

Algorithm 1 Latency Measurement between Hosts in a Net-
work
Input: Network object net containing a list of hosts
Output: Latency measurements for each pair of hosts
hosts ← net.hosts {Retrieve all hosts from the network}
src in hosts, dst in hosts after src
while True do
result ← PingCommand(src, dst) {Run a single ping from
src to dst}
match ← ExtractLatency(result) {Search for a latency value
in a ping result}

if match exists then latency ← extract a numeric value
from match
break

if User presses Enter then {Check for user interruption}
Print: "Latency measurement stopped by user."
return
Print: "src failed to ping dst, retrying... (press Enter to exit)"
Print: "Latency from src to dst: latency msec"

E. User Interaction

The system provides a command-line interface for user
interaction. Through this interface, a user can:

1) Select the desired topology (ring or mesh).
2) Measure latency between a pair of hosts.
3) View and optimize the path between the selected pair.
4) Access the Mininet console for further experimentation.

F. Technological Stack

The application uses Python and mainly the Mininet, Net-
workX, and Requests libraries. RESTCONF is used to com-
municate with the ODL controller, while YANG models define
the configuration schema.

IV. PERFORMANCE EVALUATION

This section describes the emulation environment and the
performance results of package rerouting in the ring network
in Fig. 1 and the mesh network in Fig. 3.

A. Emulation Setup

OpenDaylight and Mininet are launched. The Mesh topol-
ogy is selected. The Latency Measurement function in Al-
gorithm 1 is executed. Then the optimization function is
run on the path between host 2 and host 3. Finally, the
latency measurement function is run again and the values are
compared.

B. Results

Latency between host 2 and host 3 is higher because the
Spanning Tree Protocol (SPT) breaks the ring between the
switches ‘openflow:2’ and ‘openflow:3’ although this would
be the shortest path between host 2 and host 3 for packets.
With the program, new flows have been added to the switches
‘openflow:2’ and ‘openflow:3’ to realize the optimal routing
for packets between host 2 and host 3.

h1 h2 h3 h4 h5
h1 0.000 0.118 0.092 0.116 0.112
h2 0.118 0.000 0.304 0.102 0.109
h3 0.092 0.304 0.000 0.126 0.097
h4 0.116 0.102 0.126 0.000 0.095
h5 0.112 0.109 0.097 0.095 0.000

TABLE I
LATENCY MEASUREMENT MATRIX BEFORE OPTIMIZATION (MSEC)

h1 h2 h3 h4 h5
h1 0.000 0.121 0.123 0.159 0.147
h2 0.121 0.000 0.152 0.176 0.176
h3 0.123 0.152 0.000 0.147 0.177
h4 0.159 0.176 0.147 0.000 0.169
h5 0.147 0.176 0.177 0.169 0.000

TABLE II
LATENCY MEASUREMENT MATRIX AFTER OPTIMIZATION (MSEC)

V. CONCLUSION

This paper proposes an SDN Traffic Optimization (SDN-
TO) System to quickly optimize traffic flows between hosts
through traffic rerouting. As future work, we will explore a
dynamic and automated way of traffic rerouting. Also, machine
learning techniques will be investigated to further optimize
decision-making and scalability.
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