
individual IoT devices. The training sequence of the SLM
consists of the following steps:

1) Initial Policy Generation: The SLM is fine-tuned us-
ing Reinforcement Learning (RL) to create an initial
low-level IoT policy [7]. Proximal Policy Optimization
(PPO) is employed to optimize the policy generation
process.

2) Reward Maximization: A reward model evaluates the
performance of the generated policies by assigning re-
ward values based on their effectiveness. This feedback
is used to iteratively improve the low-level policies
through RL.

3) Policy Refinement: The training loop continues until the
low-level policies achieve optimal performance in real-
world scenarios. The trained SLM can then generalize
across diverse tasks, efficiently converting high-level
policies into precise device configurations.

Once the SLM generates a high-level policy, it is sent
to the Policy Dispatcher. The Policy Dispatcher ensures that
conflicting policies across devices are resolved, and the final,
executable high-level policies are delivered to the respective
IoT device’s (e.g., IoT alarms, drones, and smart CCTVs)
controllers.

The Intent-Based ODAI Translator leverages DNN models,
efficient training algorithms, and reinforcement learning to
enable seamless interaction between users and IoT devices,
enhancing their usability and effectiveness in real-world ap-
plications.

IV. USE CASE OF INTENT-BASED MANAGEMENT
FRAMEWORK FOR ON-DEVICE AI

The On-Device AI Framework can be applied to dangerous
places (e.g., accident spots) that are difficult for people to
reach. Fig. 3 indicates the scene of an indoor emergency. When
an emergency occurs, the ODAI User sends an intent to On-
Device AI Network (ODAI-Net). Based on the user’s intent,
the IoT devices collect data and transmit it to the ODAI-Net.
ODAI-Net preprocesses and analyzes the data and extracts
multimodal features before transmitting the crisis situation to
the people inside the room. The intelligent chatbot extracts the
intent of the preprocessed data from the multimodal sensors,
and transmits the intent to the necessary users. The users can
understand the situation and can find an efficient solution in
the emergency situation. While the intelligent chatbot informs
people of the situation and the evacuation guidance, the On-
Device AI SDN (ODAI-SDN) Controller gives instructions to
drones and robots, to enable them to react to the situation.
The drone or robot scans the specified area for obstacles
and notifies the user of them. It also notifies the user of the
emergency situation if there is an injured person.

V. CONCLUSION

In this paper, we introduced the Intent-Based On-Device
AI Framework (ODAI) that supports collaborative AI func-
tions between devices based on a user intent. The proposed
framework utilizes multimodal sensor data and gives an intent

Fig. 3: Use Case of On-Device AI Framework for Safety in
Smart Factory

to the IoT devices’ components such as an STT Model,
Intent Translator, and Policy Coordinator. The framework is
explained with a use case focused on emergency response
scenarios. The use case shows the capability of the framework
to handle critical situations. As future work, our goal is to
create more efficient solutions to convey a network intent into
an On-Device AI Network, optimizing the management of
processes in the network. Additionally, we will build a testbed
that can conduct experiments in various IoT environments
while integrating advanced machine-learning techniques to
verify the scalability and performance of the proposed system.
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Abstract—This paper proposes a novel hybrid security man-
agement framework, which combines OpenFlow and NET-
CONF/YANG technologies, in a Software-Defined Networking
(SDN) environment. The increasing complexity of SDN infras-
tructure demands a sophisticated security solution that can adapt
to emerging threats in real time. Our proposed framework
integrates OpenFlow’s granular traffic control capabilities with
NETCONF/YANG’s robust policy management features. This
hybrid approach creates a comprehensive security solution in
the SDN environment. The system enables automated threat
detection and rapid response through a dual-technology ap-
proach: OpenFlow handles real-time traffic monitoring and
control, while NETCONF/YANG manages security policies and
network configurations. Testing demonstrates that this hybrid
approach significantly shortens threat mitigation time and ac-
curacy compared to the legal approach based on OpenFlow,
while maintaining scalability across diverse SDN deployments.
Through experiments, it is shown that our hybrid approach
outperforms the the legacy approach for security services in the
SDN environment.

Index Terms—Software-Defined Networking, Security Man-
agement Framework, Hybrid Control, OpenFlow, NETCONF,
YANG.

I. INTRODUCTION

The rapid evolution of network infrastructure and increasing
cybersecurity threats have made network security management
more complex and challenging. Software-Defined Networking
(SDN) [1] has emerged as a promising solution for modern
network management by separating the control plane from the
data plane, offering centralized control and programmability.
However, current SDN security implementations often rely on
single-technology approaches that may not fully address the
complex security challenges of today’s networks, particularly
in terms of automated threat response and policy management.

In SDN environments, two prominent protocols - OpenFlow
and NETCONF/YANG - serve different but complementary
purposes. OpenFlow excels in real-time traffic control and for-
warding decisions [2], [3], while NETCONF/YANG provides
robust configuration management and policy enforcement ca-
pabilities with network forwarding elements (e.g., switch and
router) [4], [5]. As demonstrated by Hyun et al. [6], SDN-
based security functions can effectively mitigate threats like
DDoS attacks, but their approach primarily focused on using
single protocol solutions. While these protocols have been
used separately for different networking tasks, their potential

Fig. 1. A Framework of OpenFlow and NETCONF/YANG Hybrid System.

for creating an integrated security management framework
remains largely unexplored.

II. RELATED WORK

Previous research in SDN security management has estab-
lished distinct advantages of different protocol approaches.
Kunz and Muthukumar [7] showed NETCONF’s efficiency
for large-scale configurations and OpenFlow’s strengths in
flow processing. Hyun et al. [6] demonstrated effective
Distributed Denial-of-Service(DDoS) attack mitigation using
SDN and Network Functions Virtualization(NFV) with NET-
CONF/YANG. However, the potential of combining these
complementary capabilities for automated security manage-
ment remains largely unexplored, creating an opportunity for
novel hybrid approaches that could leverage the advantages of
both protocols.

III. DESIGN

In the proposed framework, as shown in Fig. 1, the SDN
controller gathers packet-related data and flow table informa-
tion from the SDN switches.

This data is then passed to the Flow Inspector, which is
responsible for analyzing the traffic and detecting security
attacks. Upon detecting a security attack, the Flow Inspector
immediately executes a primary defense mechanism through
the OpenFlow protocol, issuing drop commands to mitigate
malicious traffic. OpenFlow is particularly well-suited for
individual flow processing, enabling quick and precise actions
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against malicious traffic. Additionally, the Flow Inspector
generates an appropriate XML file based on the YANG
database, which is sent back to the SDN controller. The SDN
controller then applies the XML-based configuration to SDN
switches under its control via the NETCONF protocol, which
is efficient for performing large-scale and sophisticate config-
uration changes. By leveraging both protocols, the framework
achieves a balance between real-time response and flexible,
comprehensive network management.

IV. EMULATION RESULTS

This section describes the emulation environment and ex-
periment results of our proposed framework.

TABLE I
EMULATION CONFIGURATION

Parameter Description
Operating System Ubuntu 20.04
SDN Controller RYU Controller v4.34.
Emulation Environment Mininet v2.2.2.
Topology Single controller with 6 switches

and 8 hosts.
Protocols OpenFlow 1.3 and

NETCONF/YANG.
Network Monitoring Information Packet-related data and

switches’ flow table information.
Traffic Generation ICMP, TCP, UDP, and HTTP traffic

with randomized intervals.
Network Attack Emulation DoS, brute force attacks,

and network port scans.

A. Emulation Setup

We conducted an emulation of an SDN network using
the Mininet framework [8], with the RYU controller [9]
managing the network operations. Mininet provided a realistic
emulation of the SDN environment, allowing us to evaluate
network behaviors under different threat scenarios. The RYU
controller was selected due to its flexibility and support for
OpenFlow, making it appropriate for testing our proposed
security framework. Table I summarizes the emulation setup
and configuration.

B. Results

Experiment results are provided here to test and verify
the feasibility of the proposed framework. In the emulation
environment, normal traffic comprising ICMP, TCP, UDP,
and HTTP flows with randomized intervals was generated
to emulate real-world network conditions. Based on these
conditions, we generated DoS, brute-force, and network port
scan attacks to evaluate the system response against those
attacks.

Fig. 2 shows the detection and mitigation of a Denial-
of-Service(DoS) attack. To test our system, we generated
SYN flood DoS attack from host h1 through host h5. The
system detects abnormal traffic by analyzing packet-related
data and flow table entries from the SDN switches. Upon
detecting the attack, the SDN controller immediately issues
drop commands for the attacker’s IP address to all the switches
via the OpenFlow protocol. Simultaneously, it generates an

Fig. 2. DoS Attack Scenario.

XML file tailored to the type of attack and the current network
environment, based on a predefined YANG data model for
such a DoS attack stored in the YANG database, and delivers it
to the switches. In this scenario, the SDN controller selects the
"High Traffic Mitigation" policy and sets mitigation actions,
including traffic thresholds and rate-limit values, according to
the current network conditions. Since the detected attack is
a SYN flood DoS attack, detection parameters are configured
in the switches to block similar attacks automatically in the
future.

Fig. 3. Brute Force Attack Scenario.

Fig. 3 shows the detection and mitigation of a brute-force
attack over the SSH protocol. Similar to the DoS attack
scenario, the SDN controller sends drop commands to all
SDN switches for the victim’s IP address and port number. It
also generates an XML file to enforce sophisticated mitigation
rules. Since the attack is an SSH brute-force attack, the SDN
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against malicious traffic. Additionally, the Flow Inspector
generates an appropriate XML file based on the YANG
database, which is sent back to the SDN controller. The SDN
controller then applies the XML-based configuration to SDN
switches under its control via the NETCONF protocol, which
is efficient for performing large-scale and sophisticate config-
uration changes. By leveraging both protocols, the framework
achieves a balance between real-time response and flexible,
comprehensive network management.

IV. EMULATION RESULTS

This section describes the emulation environment and ex-
periment results of our proposed framework.

TABLE I
EMULATION CONFIGURATION

Parameter Description
Operating System Ubuntu 20.04
SDN Controller RYU Controller v4.34.
Emulation Environment Mininet v2.2.2.
Topology Single controller with 6 switches

and 8 hosts.
Protocols OpenFlow 1.3 and

NETCONF/YANG.
Network Monitoring Information Packet-related data and

switches’ flow table information.
Traffic Generation ICMP, TCP, UDP, and HTTP traffic

with randomized intervals.
Network Attack Emulation DoS, brute force attacks,

and network port scans.

A. Emulation Setup

We conducted an emulation of an SDN network using
the Mininet framework [8], with the RYU controller [9]
managing the network operations. Mininet provided a realistic
emulation of the SDN environment, allowing us to evaluate
network behaviors under different threat scenarios. The RYU
controller was selected due to its flexibility and support for
OpenFlow, making it appropriate for testing our proposed
security framework. Table I summarizes the emulation setup
and configuration.

B. Results

Experiment results are provided here to test and verify
the feasibility of the proposed framework. In the emulation
environment, normal traffic comprising ICMP, TCP, UDP,
and HTTP flows with randomized intervals was generated
to emulate real-world network conditions. Based on these
conditions, we generated DoS, brute-force, and network port
scan attacks to evaluate the system response against those
attacks.

Fig. 2 shows the detection and mitigation of a Denial-
of-Service(DoS) attack. To test our system, we generated
SYN flood DoS attack from host h1 through host h5. The
system detects abnormal traffic by analyzing packet-related
data and flow table entries from the SDN switches. Upon
detecting the attack, the SDN controller immediately issues
drop commands for the attacker’s IP address to all the switches
via the OpenFlow protocol. Simultaneously, it generates an

Fig. 2. DoS Attack Scenario.

XML file tailored to the type of attack and the current network
environment, based on a predefined YANG data model for
such a DoS attack stored in the YANG database, and delivers it
to the switches. In this scenario, the SDN controller selects the
"High Traffic Mitigation" policy and sets mitigation actions,
including traffic thresholds and rate-limit values, according to
the current network conditions. Since the detected attack is
a SYN flood DoS attack, detection parameters are configured
in the switches to block similar attacks automatically in the
future.

Fig. 3. Brute Force Attack Scenario.

Fig. 3 shows the detection and mitigation of a brute-force
attack over the SSH protocol. Similar to the DoS attack
scenario, the SDN controller sends drop commands to all
SDN switches for the victim’s IP address and port number. It
also generates an XML file to enforce sophisticated mitigation
rules. Since the attack is an SSH brute-force attack, the SDN

controller selects the "SSH-MITIGATION" policy, configures
mitigation actions , and adjusts detection parameters based on
the current network conditions.

Fig. 4. Port Scan Attack Scenario.

Fig. 4 shows the detection and mitigation of a port scan
attack. In this scenario, a TCP SYN port scan targeting all
ports of host h2 was launched from host h5. After detecting
the attack, the SDN controller issues drop commands for
all packets from the attacker to the switches and generates
an XML file to enforce mitigation measures. The XML file
specifies actions such as blocking the attacker’s IP address
and setting a block duration. Since the attack is a TCP SYN
scan, the controller configures detection parameters, including
a short block duration, connection rate thresholds, and alert
thresholds, based on the current network environment.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the pro-
posed Hybrid Framework compared to the OpenFlow and
NETCONF/YANG protocols. The evaluation metric is average
network normalization time, defined as the time required for
the network to return to a fully operational state after three
types of attacks that we conducted before are detected by the
controller. The experiments were conducted with varying the
number of switches, ranging from 10 to 50, to emulate realistic
network environments.

Fig. 5 shows that while OpenFlow is the fastest solution,
the Hybrid Framework makes a strong balance between per-
formance and configurability, achieving efficiency close to
OpenFlow’s efficiency. This allows networks using the Hybrid
Framework to benefit from detailed configuration capabilities
akin to NETCONF/YANG with good performance against
security attacks. In contrast, NETCONF/YANG offers granular
control but incurs a significantly higher convergence time,
especially as the number of switches increases.

The source code and the demonstration video clip for
the implementation of our Hybrid Control Framework are

Fig. 5. Network Normalization Time according to the Number of Switches.

available at GitHub of https://github.com/jaehoonpauljeong/
Data-Modeling-Group-1-Project and YouTube of
https://youtu.be/b8Nyvd7TcRU?si=2uZv5e0GpXPY85Be,
respectively.

VI. CONCLUSION

This paper proposes a Hybrid Framework that integrates
OpenFlow and NETCONF/YANG protocols, demonstrating
effective detection and mitigation of various security attacks
in SDN environments, including DoS, SSH brute force, and
port scan attacks, by leveraging the strengths of both protocols.
Through experiments, we showed that the Hybrid Framework
achieves a strong balance between the performance of Open-
Flow and the configurability of NETCONF/YANG, with a
good trade-off in terms of network normalization time.

ACKNOWLEDGMENTS

This work was supported by the Institute of Information
& Communications Technology Planning & Evaluation (IITP)
grant funded by the Ministry of Science and ICT (MSIT),
South Korea (No. RS-2024-00398199 and RS-2022-II221015).
Note that Jaehoon (Paul) Jeong is the corresponding author.

REFERENCES

[1] M. Boucadair and C. Jacquenet, “Software-Defined Networking: A
Perspective from within a Service Provider Environment,” RFC 7149,
March 2014. [Online]. Available: https://www.rfceditor.org/rfc/rfc7149

[2] H. Kim and N. Feamster, “Improving network management with software
defined networking,” IEEE Communications Magazine, vol. 51, no. 2, pp.
114–119, 2014.

[3] Open Networking Foundation, “Openflow switch specification (version
1.3.0),” ONF, Tech. Rep., Oct 2013.

[4] R. Enns, M. Bjorklund, J. Schoenwaelder, and A. Bierman, “Network
Configuration Protocol (NETCONF),” RFC 6241, January 2011. [Online].
Available: https://datatracker.ietf.org/doc/rfc6241/

[5] B. Martin, “YANG - A Data Modeling Language for the Network
Configuration Protocol (NETCONF),” RFC 6020, october 2010. [Online].
Available: https://www.rfc-editor.org/info/rfc6020

[6] D. Hyun, J. Kim, D. Hong, and J. P. Jeong, “SDN-based Network
Security Functions for Effective DDoS Attack Mitigation,” International
Conference on Information and Communication Technology Convergence
(ICTC), pp. 834–839, 2017.

[7] T. Kunz and K. Muthukumar, “Comparing OpenFlow and NETCONF
when Interconnecting Data Centers,” 31st International Conference on
Advanced Information Networking and Applications Workshops (WAINA),
pp. 391–396, 2017.

[8] Mininet, “An instant virtual network on your laptop,” 2022, [Online].
Available: http://mininet.org/.

[9] RYU project team, “Ryu sdn framework,” 2024, [Online]. Available:
https://ryu-sdn.org/.

2025년도 한국통신학회 동계종합학술발표회

0633


	A Hybrid Control Framework for Security Management Automation in Software-Defined Networks

