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Abstract—This paper proposes a novel hybrid security man-
agement framework, which combines OpenFlow and NET-
CONF/YANG technologies, in a Software-Defined Networking
(SDN) environment. The increasing complexity of SDN infras-
tructure demands a sophisticated security solution that can adapt
to emerging threats in real time. OQur proposed framework
integrates OpenFlow’s granular traffic control capabilities with
NETCONF/YANG’s robust policy management features. This
hybrid approach creates a comprehensive security solution in
the SDN environment. The system enables automated threat
detection and rapid response through a dual-technology ap-
proach: OpenFlow handles real-time traffic monitoring and
control, while NETCONF/YANG manages security policies and
network configurations. Testing demonstrates that this hybrid
approach significantly shortens threat mitigation time and ac-
curacy compared to the legal approach based on OpenFlow,
while maintaining scalability across diverse SDN deployments.
Through experiments, it is shown that our hybrid approach
outperforms the the legacy approach for security services in the
SDN environment.

Index Terms—Software-Defined Networking, Security Man-
agement Framework, Hybrid Control, OpenFlow, NETCONF,
YANG.

I. INTRODUCTION

The rapid evolution of network infrastructure and increasing
cybersecurity threats have made network security management
more complex and challenging. Software-Defined Networking
(SDN) [1] has emerged as a promising solution for modern
network management by separating the control plane from the
data plane, offering centralized control and programmability.
However, current SDN security implementations often rely on
single-technology approaches that may not fully address the
complex security challenges of today’s networks, particularly
in terms of automated threat response and policy management.

In SDN environments, two prominent protocols - OpenFlow
and NETCONF/YANG - serve different but complementary
purposes. OpenFlow excels in real-time traffic control and for-
warding decisions [2], [3], while NETCONF/YANG provides
robust configuration management and policy enforcement ca-
pabilities with network forwarding elements (e.g., switch and
router) [4], [S]. As demonstrated by Hyun et al. [6], SDN-
based security functions can effectively mitigate threats like
DDoS attacks, but their approach primarily focused on using
single protocol solutions. While these protocols have been
used separately for different networking tasks, their potential
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Fig. 1. A Framework of OpenFlow and NETCONF/YANG Hybrid System.

for creating an integrated security management framework
remains largely unexplored.

II. RELATED WORK

Previous research in SDN security management has estab-
lished distinct advantages of different protocol approaches.
Kunz and Muthukumar [7] showed NETCONF’s efficiency
for large-scale configurations and OpenFlow’s strengths in
flow processing. Hyun et al. [6] demonstrated effective
Distributed Denial-of-Service(DDoS) attack mitigation using
SDN and Network Functions Virtualization(NFV) with NET-
CONF/YANG. However, the potential of combining these
complementary capabilities for automated security manage-
ment remains largely unexplored, creating an opportunity for
novel hybrid approaches that could leverage the advantages of
both protocols.

III. DESIGN

In the proposed framework, as shown in Fig. 1, the SDN
controller gathers packet-related data and flow table informa-
tion from the SDN switches.

This data is then passed to the Flow Inspector, which is
responsible for analyzing the traffic and detecting security
attacks. Upon detecting a security attack, the Flow Inspector
immediately executes a primary defense mechanism through
the OpenFlow protocol, issuing drop commands to mitigate
malicious traffic. OpenFlow is particularly well-suited for
individual flow processing, enabling quick and precise actions
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against malicious traffic. Additionally, the Flow Inspector
generates an appropriate XML file based on the YANG
database, which is sent back to the SDN controller. The SDN
controller then applies the XML-based configuration to SDN
switches under its control via the NETCONF protocol, which
is efficient for performing large-scale and sophisticate config-
uration changes. By leveraging both protocols, the framework
achieves a balance between real-time response and flexible,
comprehensive network management.

IV. EMULATION RESULTS

This section describes the emulation environment and ex-
periment results of our proposed framework.

TABLE I
EMULATION CONFIGURATION

Parameter Description
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mainetaubuntu-/aeeasFLaLshs . [Lnspect_flov.sh
sudo] password for minine

INFG] Averape n.peckets. per duration: 0.26

INFO] Average n_bytes per duration: 16.91

INFO] Average n_packets per duration: 6.26

INFO] Average n_bytes per duration: 16.91

INFO] Average n_packets per duration 0.5

INFO. ati

INFO.

INFO.

INFO.

INFO.

INFO] Aves

INFO.

INFO.

INFO 5

ALERT] DDos-related flow confirmed on switch sii src_{p=10.0.0.1, dst. _{p=10.0.6.5, n_packets/duratton=192.43, n_bytes/duration=42045.17

ALERT] Attacker {dentified! src_1p=10.6.0.1 sent SYN to dst_1p=10.0.6.

INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlow1d del. Flows 1 “1p,nW_src=10.0.0.1"

INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlowid add-flow si “priority=10,

INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlow13 del-flows s2 "ip,mw_src=

INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlowi3 add-flow s2 pnorny-m 1p.nw_srce10.0.0.1, acttonsedrop"

INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlow1d del-flows s3 “ip,nw_sr 0.1"

INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlowi3 add-flow s3 “priority=

INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlowd del-flows s4 “ip,m

5rc10.0.0.1,actions=drop"

=16.0.0.1,actions=drop"
0.0.1,actions=drop"

=10.0.0.1,act10ns=drop"
INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlowi3d del-flows s6 “ip,
INFO] Command executed successfully: sudo ovs-ofctl -0 OpenFlow1d add-flow s6 prwuy-m,\p.nu Src=10.0.0.1,actions=drop"
INFO] Generated DDoS Mitigation XML:
<rpc xmlnss"urn:tetf:parans:xnl:ns:netconf:base:1.0" nessage-id="101"
<edit-config>
<target>
<running/>

</target>
<config>
vl ">
<nitigation-policy>
<poltey-dpolicy.oete/policy. id>
Traffic M
<target>192.168.192. To0/aee /target:
Ztrofric: threshold»a2845</Sraffic- thresholds
<nitigation-actions>
<rate-1init-value>396.0</rate-init-value>
<duration>66</duration>
</mitigation-actions>
<detection-paraneters>
<protocol- type>tcpe/protocol - type>
<syn-flag-threshold>200</syn-flag-threshold>
<connectton-rate-1{ntt>20</connection-rate-intt>
</detection-paraneters>
</mitigation-policy>
</ddos-nitigation>
</config>
</edit-config>
</rpe>

Ley-nane>

Ubuntu 20.04
RYU Controller v4.34.
Mininet v2.2.2.

Operating System
SDN Controller
Emulation Environment

Topology Single controller with 6 switches
and 8 hosts.
Protocols OpenFlow 1.3 and

NETCONF/YANG.

Packet-related data and

switches’ flow table information.
ICMP, TCP, UDP, and HTTP traffic
with randomized intervals.

DoS, brute force attacks,

and network port scans.

Network Monitoring Information

Traffic Generation

Network Attack Emulation

A. Emulation Setup

We conducted an emulation of an SDN network using
the Mininet framework [8], with the RYU controller [9]
managing the network operations. Mininet provided a realistic
emulation of the SDN environment, allowing us to evaluate
network behaviors under different threat scenarios. The RYU
controller was selected due to its flexibility and support for
OpenFlow, making it appropriate for testing our proposed
security framework. Table I summarizes the emulation setup
and configuration.

B. Results

Experiment results are provided here to test and verify
the feasibility of the proposed framework. In the emulation
environment, normal traffic comprising ICMP, TCP, UDP,
and HTTP flows with randomized intervals was generated
to emulate real-world network conditions. Based on these
conditions, we generated DoS, brute-force, and network port
scan attacks to evaluate the system response against those
attacks.

Fig. 2 shows the detection and mitigation of a Denial-
of-Service(DoS) attack. To test our system, we generated
SYN flood DoS attack from host hl through host h5. The
system detects abnormal traffic by analyzing packet-related
data and flow table entries from the SDN switches. Upon
detecting the attack, the SDN controller immediately issues
drop commands for the attacker’s IP address to all the switches
via the OpenFlow protocol. Simultaneously, it generates an

Fig. 2. DoS Attack Scenario.

XML file tailored to the type of attack and the current network
environment, based on a predefined YANG data model for
such a DoS attack stored in the YANG database, and delivers it
to the switches. In this scenario, the SDN controller selects the
"High Traffic Mitigation" policy and sets mitigation actions,
including traffic thresholds and rate-limit values, according to
the current network conditions. Since the detected attack is
a SYN flood DoS attack, detection parameters are configured
in the switches to block similar attacks automatically in the
future.

nininet@ubuntu:~/#ss#sFinishS ./inspect_flow.sh

[ALERT] Detected brute force attack on n_dst=10.6.0.2, tp_dst=22, entry_count=176, entry_percentage=97.78%

[ALERT] Blocking traffic to nw_dst=10.8.0.2, tp_dst=22
: sudo ovs-ofctl -0 OpenFlow1d del-flows s1 "tcp,nw_d 8.2, 2"

0.2, tp_dst=22,actions=drop"

[INFO] Conmand executed successfully:
[INFO] Conmand executed successfully:
[INFO] Conmand executed successfully:
[INFO] Conmand executed successfully:
[INFO] Conmand executed successfully:
[INFO] Conmand executed successfully:
[INFO] Conmand executed successfu

tp_dst=22,actions=drop”
6.2,tp_dst=22,actlons=drop"

p_dst=22,actions=drop"

sudo ovs-ofctl -0 OpenFlowt3 del-flows s5 "tcp,

do ovs-ofctl -0 OpenFlow13 add-flow s5 "prior
[INFO] Conmand executed successfully: sudo ovs-ofctl -0 OpenFlow3 del-flows s6 “tcp,nw_
[INFO] Conmand executed successfully: sudo ovs-ofctl -0 OpenFlow3 add-flow s6 "priority:
[INFO] Generated Mitigation XL for tp_dsts22:

tp_dst=22,actions=drop"”

p_dst:
,tep, nw_ ds( 16. e u 2,tp_dst=22,actions=drop"

<rpc xnlns="urn:{etf:parans:xnl:ns:netconf :base:1.0" message-id="1">
<edit-config>
<target>
<candidate/>
</target>
<config>
<brute-force-nitigation xnlns="urn:exanple:brute-force-nitigation">
<nitigation-policy>
<policy-1d>ssh-policy-001</policy-id>
<policy-nane>SSH-HITIGATION</pol icy-nane>
<target>192.168.192.130/24</ target>
<authentication-fatlure- threshold>16</authentication-fatlure- threshold>
<observation-window>60</observation-window>
<nitigation-actions>
<block-dst-ip>
<blocked-dst-ip>
<p>10..0.2¢/1p>
<block-duration>36</block-duration>
</blocked-dst-1p>
</block-dst-1p>
</nitigation-actions>
<detection-paraneters>
<protocol-type>ssh</protocol - type>
<fatled-login-threshold>10</fatled-login-threshold>
<connection-rate- threshold>5</connection-rate- threshold>
</detection-parameters>
</nitigation-policy>
<[brute-force-nitigation>
</config>
</edit-config>
</rpe>

Fig. 3. Brute Force Attack Scenario.

Fig. 3 shows the detection and mitigation of a brute-force
attack over the SSH protocol. Similar to the DoS attack
scenario, the SDN controller sends drop commands to all
SDN switches for the victim’s IP address and port number. It
also generates an XML file to enforce sophisticated mitigation
rules. Since the attack is an SSH brute-force attack, the SDN
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controller selects the "SSH-MITIGATION" policy, configures
mitigation actions , and adjusts detection parameters based on
the current network conditions.

mininet@ubuntu:~/##828FinishS ./inspect_flow.sh
[ALERT] Detected port scan attack from src 5lp-10.0.0.5, flow_count=320, total_flows=330
10.0.6.

-0 OpenFlow13 del-flows s1 "ip,nw_src=10.0.0.5"

-0 OpenFlowi3 add-flow s1 "priority=16e,ip,nw_src=10.6.0.5,actions=drop’
-0 OpenFlowl3 del-flows 52 "ip,nw_src=10.6.0.5"

-0 OpenFlowl3 add-flow s2 "priority=16e,ip
-0 OpenFlow13 del-flows s3 "ip,nw_src=10.0.
-0 OpenFlow13 add-flow s3 "priority=100,1p
-0 OpenFlowl3 del-flows s4 "ip,nw_src=10.0.
-0 OpenFlowl3 add-flow s4 "priority=100,1p
-0 OpenFlow13 del-flows s5 "ip,nw_src=10.0.
-0 OpenFlow13 add-flow s5 "priority=100,1p,n
-0 OpenFlow13 del-flows s6 "ip,nw_src=10.0.6.5"

-0 OpenFlow13 add-flow s6 "priority=100,1ip,nw_src=10.6.0.5,actions=drop’

[INFO] Command executed successfully:
[INFO] Command executed successfully:
[INFO] Command executed successfully:
[INFO] Command executed successfully:
[INFO] Command executed successfully:
[INFO] Command executed successfully:
[INFO] Command executed successfully:
[INFO] Command executed successfully: sudo ovs-ofctl
[INFO] Command executed successfully: sudo ovs-ofctl
[INFO] Command executed successfully: sudo ovs-ofctl
[INFO] Command executed successfully: sudo ovs-ofctl
[INFO] Generated Mitigation XML for src_ip=10.0.8.5:
<rpc xmlns="urn:{etf:parans:xnl:ns:netconf:base:1.0" message-id="1">
<edit-config>
<target>
<candidate/>
</target>
<config>
<port-scan-mitigation xmlns="urn:exanple:port-scan-nitigation”>
<mitigation-policy>
<policy-id>tep-scan-policy-661</policy-id>
<policy-nane>TCP-SCAN-MITIGATION</policy-nane>
<target>192.168.192.130/24</target>
d 1 thr d

sudo ovs-ofctl
sudo ovs-ofctl
sudo ovs-ofctl
sudo ovs-ofctl
sudo ovs-ofctl

rc=10.6.6.5,actions=drop"

rc=10.0.0.5,actions=drop"
rc=10.0.0.5,actions=drop"

rc=10.0.0.5,actions=drop"

Lon- threshold>
<observation-window>66</observation-window>
<mitigation-actions>
<block-src-1p>
<blocked-src-ip>
<1p>10.0.0.5</1p:
“bock-durations300</block-duration>
</blocked-src-1p>
</block-src-1p>
</nitigation-actions>
<detection-paraneters>
<scan-type>tcp-syn-scan</scan-type>
<short-duration-threshold>S</short-duration-threshold>
<connection-rate- threshold>108</connection-rate-threshold>
<alert-threshold>56</alert-threshold>
<geo-location-block>false</geo-location-block>
</detection-paraneters>
</nitigation-policy>
</port-scan-nitigation>
</config>
</edit-config>
</rpc>

Fig. 4. Port Scan Attack Scenario.

Fig. 4 shows the detection and mitigation of a port scan
attack. In this scenario, a TCP SYN port scan targeting all
ports of host h2 was launched from host h5. After detecting
the attack, the SDN controller issues drop commands for
all packets from the attacker to the switches and generates
an XML file to enforce mitigation measures. The XML file
specifies actions such as blocking the attacker’s IP address
and setting a block duration. Since the attack is a TCP SYN
scan, the controller configures detection parameters, including
a short block duration, connection rate thresholds, and alert
thresholds, based on the current network environment.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the pro-
posed Hybrid Framework compared to the OpenFlow and
NETCONF/YANG protocols. The evaluation metric is average
network normalization time, defined as the time required for
the network to return to a fully operational state after three
types of attacks that we conducted before are detected by the
controller. The experiments were conducted with varying the
number of switches, ranging from 10 to 50, to emulate realistic
network environments.

Fig. 5 shows that while OpenFlow is the fastest solution,
the Hybrid Framework makes a strong balance between per-
formance and configurability, achieving efficiency close to
OpenFlow’s efficiency. This allows networks using the Hybrid
Framework to benefit from detailed configuration capabilities
akin to NETCONF/YANG with good performance against
security attacks. In contrast, NETCONF/YANG offers granular
control but incurs a significantly higher convergence time,
especially as the number of switches increases.

The source code and the demonstration video clip for
the implementation of our Hybrid Control Framework are
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Fig. 5. Network Normalization Time according to the Number of Switches.

available at GitHub of https://github.com/jachoonpauljeong/
Data-Modeling-Group- 1-Project and YouTube of
https://youtu.be/b8Nyvd7TcRU?si=2uZv5e0GpXPY85Be,
respectively.

VI. CONCLUSION

This paper proposes a Hybrid Framework that integrates
OpenFlow and NETCONF/YANG protocols, demonstrating
effective detection and mitigation of various security attacks
in SDN environments, including DoS, SSH brute force, and
port scan attacks, by leveraging the strengths of both protocols.
Through experiments, we showed that the Hybrid Framework
achieves a strong balance between the performance of Open-
Flow and the configurability of NETCONF/YANG, with a
good trade-off in terms of network normalization time.
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